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0 RQEODABS /IQ S &DUWHU* UIDGH H SUHW &*

GHOYHY &DUIHU* UIDAH / 1IQX] UHIDEIW VHRXWW DQG VHIEHDEIQY R

HP EHEEHG ,QMOHVWR 7KIQIV ,R7 GHYIFHV DBQ) Z MY KLJK FRQILI XUDELDY DQG | ®f LELDWY

0 RQEO MBS &* : RIHY DQDOIQ ROH SOWRP \WDWP HHAW \KH QWMWY

GPDQG/ R IQMFRQOHPANG VP DWGHYIEHV VXFK DV DSSTFDIRQ

SRUDEIMNY G QDP IE FRQLIXUDMRQ 11HG P DIQMODOFH DQG UHDOWP H
SHURUP DQFH

&* 1 HQDE®N AWM Rl \WH DWGHYHBSP HQADRRW D Z IGH IDQJH R
LOM@ HONGHYIEHV VHYIQ) P DUHW ILRP  * QHRUINQJ DQG 1 HE RN
) XQAIRQ 9IDODMRQ 1)9  * HQHDO ( PEHAEHG 0 HAEDO
$XWP RIYH & RQVXP HUDQG , QGXVIDOS: ROMRO R, QMOHR 7KIQIV
R7 DQGO IO HUIR Z W VSHFIDCBXIBRVH EXIGNDSSTEDURQY

&*; FRPSHV ZIMW &*/ VSHF YHWRQ DG KDV DFKIHYHG
&RP P RQ & WMUD ( YDADMRQ $WXWDQFH / HYHO  FHMMEDMRQ $V D

IX@ QM) UDWG DQG SUHWMWMMG  HOYILRQP HONO RQMUO M &* ; RIHY
DWKO IREXWRXWR ER] H SHUHQFH |RUGHYHBSP HOANMDP V

O/GHOH LW

SRZHUNX@X([QYLURQEBHQ W&BUWVLHUG/H Q X |
UHOLDEHPXWIOMVBEHUYLFHWELOHWYR UNV
, QWHUQHW RI 7KLQJV ,R7 GHYLFHYV

$OLJQPHOQMKD WHNWLV RRORFWRERMHrw 2PSLG SHOHDVH &DGHQFH

UHOHDVHYV

IDWHVW /RQJ 7THUP 6XSSRUW

'RENHU7/70 D

SOLUWXDOL]DWLRQ /LOQX[ &RQWDLQHUYV _/;
SUHEKWMWU FKLWH

SHOLDEOH

ORQWDILAWBSIH&DN U UMUHDUGTHK D OHOW D Q F H RRH Q W V
+LIJKSYDDELOHWXUBWRKHWZRUNDG2 VXSSRUW
S5HDO 7 UMY S RW VBIH VWKK. JW K U R X IKGBGXND W LIFR® G H
9LUWXDOL]DWLRQ VXSSRUW

&RPPHUFLDO

" HYHESHY FDQGIYHIDIH 0 RQED MBS &* ;  UFK SURGXPIYIW \RRY
IOMOYH \WMIQ) DQG EXJ ILHV \R GHIYHU SIRYHQ TXDDW IRU
FRP P HFIDO SURGXFW & ROWMMON XSCDWMY  WDIQQ)  \WRKQEFDO
VXSSRW PXAWRP  HQIICHHUIQ) DBRQJ ZLK DFFHW \R * 3/ GUDO
HSHWH DQG HSRWFRPSIDQFH PDNH &* ; D IXO IHDMUHG

SOWRP VROURQ
$JLOH

ORQWD9KBVWIDSDEOBISEIBY HOR S P IBDQHWLLEPCSHRU W
FXVWRPFNDJHYDO WQREQRHPS$HRZHFWD QDIHPHQW
PHPRU\ IRRWSULQW RSWLPL]DWLRQ DQG GHH

SDSLG SHOHDVH

0 RQEO MBS &* ; ZIQIRGZ WDSIG UHBDVH FDGHFH \R EHWHUDD Q
Z W OWMW<RAR 3URWAS /76 UWHBDVHV HQDE@Y DGRSURQ R
QZHU/ RQJ 7HP 6XSSRW/ 76 . HUDHY DQG 7 RROFKDIQV

ILQX[ NHUQHO

83?&)0%\AQ+FRQSO§DQG $ QRQ XQUIHG NHUOHCDSSURDFK R UHGXFH SURGXPWRQ FRDQG

6HFXULW\ 6HFXUH %RRW ,0$ (90 23 7ceeNII_LIJ(P)I§H;ZRUN3RZHU 3& DQG 0,36 DGIB/H DR BRIBEGINACHDYDIMEG SHUGHP DQG

$JLQHH OHR S P ZQWHK 0 8 6LPXODBMRN X Lo DO 7LPHHWHUPLQHVWWHRR Z )RRWSU&QWULLHDIGHLIRYDL O DEHOY MAHDE@ ORIQWH U P
DQG OH[LEOH &RQILJXUDWLRQ &RQILIXUDWLRQ 3RZHU ODQDJHPHQWSBRG WD VW HORIR/W
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& *; LYV ORQWDI9LVWDuvV WK JHQHUDWLRQ &DUULHU *UDGH /L

'"HYHORSHU WHDPV ZLOO KDYH DFFHVV WR D VXSSRUWHG /LQX[] VRXUFH GLVW

SURGXFWY DQG BSOLRRDW IR RWKHU 6R& IDPLOLHYV

& *; LV WDUJHWHG WR EH <RFWR FRPSDWLEOH ZLWK WKH /76 NHL
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&RP SUIHKHOVLYH' HYHRSP HOB MARLP <RRARG6" .

ORQWD9LV@DEGD U UIUDWGEHSUHWY; GHOLPHRKNS UHKHQOBRWW KPMH \® VR GE R WH O RBHHHUG/V ORQWD9LVWD LV D PHPEHU
IRDWURGHDQ GXOWMVWRIGXWRRQHP E HG GHIY LVWW R Q VWHHKIHD U NIB WW BHRJQ W D 93 IV RWDLUGLHAN BURMHFW $GYLVRU\ %RD

PLWLJEWLRY LEXEXIVWRE HUIDNS URW HRWEBER DR SDWHQWLQJBZH@QW X@OH[SRWMILVWUDWLRQ HSPUERHGGXGFF\'NGLTFQ\;(V[RESYII_ITé
FRYHUDJH IRU &*;

&DUULHU *UDGH ([SUHVV OHYHUDJHYV

t /LQX[ %RDUG 6XSSRUW ZLWK /76 .HUQHO YHUVLRQ ZLWK 3UH LQWHJUDWHG 2( vaJOR ¢ H E\ EXIK/C\)NGDL%S](VDVSRI;ZEUT/GV(\?:
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f ORQWDO9LVWD =RQH VHFXUH FRQWHQW UHSRVLWRU\ VXSSRUW IRU DGGHG IHDWXUH OD\HUV
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0 9: SHW 0 ROWS M 6 XSSRUNDQG 3 LRI HVWIRQDCE HYLEHV 0 ROEO B &* : 3RILONV

,Q DGGLWLRQ WR WKH WHFEFKQLFDO YDOXHY ORQWDI9LVWD &*; XVHUV EHQHILW |IURP 0RIRQMNODL ¥ WML &0 RBDSODVFNDIH

RUJDOQL]DWISHAU/W W XSSBURJUPPH X VW R PW BHIBY VW R RHHH & X LW SDOFDF\Q/VU'EUIﬁDC'V?(EZHQVEI\\;V&JQ&Féﬁ%GV?/\éVle
FRPSOHP HQ WREW D 9 LARNIDUE/ME QDL Q H HAHQYIL FUHR/ SR V WK VW R R IQU V HPEHGGHG SURGXFW )RU PDUNHW VS
EXLO&RXIW WRXESREWSH FXMADV KWWY QJLWRPRUWDEQAILIWFRSSOLFDWLRQV OROWDO9LVWD RIIHUV DGGLWLRQDO WH]
WR VFDODEOH .90 LPSOHPHQWDWLRQV ZLWK D UHDO WLPH SHUIRUPDQFH 'R7 DQG 9LUWXDOL]DWLRQ WKDW

IXQFWLRQDOLW\ FULWLFDO IRU VROXWLR
HQDEOHPHQW LV EDVHG RQ SURILOHYV WKD\

ORUHR YWKID J L Q HHUHLUYILFHR XD @ X LR)CIM X VY @/E D O L G B UR RIO\D RO WKH WDUJHW PDUNHW RI WKH ERDUG 6F
ORQJ WHSBRQWDLQWHQO®WFH \HDUVYW UDW RX\IWWKBHTXLUHRBDQW V YDOXH E\ VHOHFWLQJ WR VXEVFULEH RC
GHSOR\PHQW VWUDWHJ\ SDUWLFXODU
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Carrier Grade Linux

(CGX)




JRXQGDWLRQ %DVH JRXQGDWLRQ &*/ JRXQGDWLRQ B6HFXUL

ORQIOMES &*; IV D FRPSUWKHOMYH HPEHGEHG /I1QX TKHESDUUEHDGH QX[&*/ 3URIKONEHHRHUIHGWK O0RQW D HKOWXANRDJ NHHGR VALOWKKAHH D GLHBQ'W H UNSHURLX/UHL W \
AVEXWRQ WDWRITHY/ RSHQ VRXUFH SDFNDJHV - GHYHBSP HOMDQG JRXQGDWURQDOHLVDYDLODEORNO&*; VXSSRUWHWRJHDMNSB DW MKEBMHWVY U L YHFXW HW X L U HFRRAQKWAYV
GHEXJ WWRY QHHCHG R SURGXFH D KL K TXDOW HP EHGEGEHG SURGXFW SODWIRUPY 7KH SDFENDJHYVY DQG WRROV SURY IQGHGZ RQNOEKGWHUHB WO MIHYV HRQHRHWHG GHYLFH F

DYDLODELOLW\ IDXOW WROHUDQFH DQG VHUYLFHDELOLW\

OQWHUQHW RI 7TKLQDWDSODQH

7KH JR7 3WRIGI GHOHY UEK 7KH 'DWDOQHURIMLQFOXGHYV
IFDMUHV \R ,R7 GHYIEHV IQFOEQ)] LPSRUWEBDWXWHRY? HHW K H —
VXSSRWIRU2 SHQ' . DQG WH / XD GHPDQGM B6RIWZDUWHLQHG =
6FUSWY /DQIXDIH ,Q DCAMRQ 1HWZRUMYL DQGI1IHWZRUN

0 RQIO MES 3 IRIHVWIRQDG6 HYIEHV )XQFWLRIQ UWXDOL]OWLRQ
HQIDIH Z W FXRP HY R HQUXUH DSSOLFDWIGRFDW GGOWDSDWK
\WDW\KH  11QDO SURGXFWP HHW \KH DFFHOHUDMRBEQ DWDSDWK
FRQQHAYIW  UHIDELOW DQG VHEXUW 2'3 DQGDWDSOB®HORSPHQW
HTXWHP HONV R WH FRQOHPWMG LW3'. DQEBLUWXDWFXLDJ
GHYIEHV P DUNHW VXFK DV P HQFDO 2SHQ YBZLWFK 296
LOG\AIDCDQG DXVRP RAYH




*UDSKLFV

7KERSHOUDSKIFR OH
SURYL®DWHUWSKLFV
PLGGOHZOQS&MWRRWGW
AW *7. DORQ@LWK
UHIHUHQFH '
DSSOLFDWDRQQLW
HDVLWEXLBEEVWRPHU
IULHQGODSKLKN® U
LOWHUIDEW PHGLFDO
HPEHGGHG GHYLFHV

Applications 2D Display Application Multimedia 3D Application

Ul Toolkit GTK+, Clutter, Caito, Pango, ATK Ot Windows Open GL/ES
Manager
Matchbox
: Open GLX
Wayland Compositor System Libs System Daemon X-Server
Weston Glib systemd
MESA Middleware

MontaVista CGX (Kernel - KMS, DRM,

Scheduler, MMU etc.

9 LD DARQ

.90 SUKHLVD IXOO0 E
YLUWXDERMNHAIRQPHQW

IRKRWLBXOWJLSKW

26uV.90 DOORXWHUYV
WRSDUW IMWKMNRQYWHP
LQWKOWRSQWLWK
PD[LPXRBVRODMWMLRQ

VHEXULW\&XUUHQWO\
DYDLODEORUJ DOO
DUFKLW MNFRYDG ISR U W
.90

| Network Security

- IPSec HW offioad
= Policy Configuration Hardware Platform

: F N f
Application Application
| LXC/Docker LXC/Docker

Live Patching Monitoring/Auditing

MontaVista Linux

Secure Boot

TrustZone (ARM)

SELinux/ sVirt

TPM (x86)




OLO $HUR ZLWK &%*; OHGLFDO $XWRPRWLYH ,QGXV
O LMY [m$|‘lRVSD:H W\ VWMP V G‘P[m\NH KL KHMWGBIYHOR |DX®V\R®UI]:H Z I\ &* 1 PHHW \WH G_PmR' \NHWRQJ‘F\PVG LQWFQ/\G‘M.FH\/ SURYLG.Q] mmsmm G\QDDLF
EH DYRGHG WHFREHG ®JJHG DQG UHP RYHG WIRXIK RQIRIQI TXDDV [P SURYHP HOW ( [ SUM DGV DEGMRCDOYDAH RYHURSHO VRXUFH RUSURSUHVIY VROMROY B\ IGFOEQ) 1HDMUHY RQD DYDIDE®! |URP
0 RQIO MB / IQX] & DUIHU* UDGH ( [ SUHW DAGV DEEAMRCDOYDOH RYHURSHQ VRXUAH RUSURSUHIY  VROMRQY 0 RQIO M 7KFVHH WD KLJK YDOH IHDWURY IQFOGH
B\ IQFOAQ) IHDMUHY RQD DYDIDE®! IURP 0 RQUEO M 7KHVH H WD KLIK YDGOH | HDWUHV IQFGCH -
e 6HYIFHDEIDV ) HDWUHY ° 0 RQEO M ) IHG 6 DIH $ SSTFDWRQ ' HEXJJHU 5 XQIP H $ SSTFDURQ 3 DIRKHU 91LUXDAM DARQ 1 DYH YILWDA@ DUWRQ WFKQRBILHY @\H . 90 /; & ' RANHU DQG . XEHWHWMY
NHOHOFIDWK GXP SV | KWUHFRGHU @H DSSTDMRQ FRUIH GXP'S P IFUR VAW DFFRXQID)  UHVRXUAH &RQMCHU 2 FKHWIDIRQ  1RU GHIYHWKQ) FRP SH@J 0 HAFDOVHYIEHV DV DG R XVH 9 IWYDO
P 1 HEZRUN) XQRIRQY 91) V DSSTDUWRQY DQGWV WP VRI\R DUH
RQWRUQ)]
e 3HURUP DCQFH ) HDWUHV ° UHDOWP H NHCHOZ MW SUHHP S\YH GFNV IRUIP SUIRYHG OWR  LIQMUXSWOQG 6 HEXUW (QFUSWRQ IRU CODW DW UAWW DQG 1Q PRIRQ  IQMIW
SUHHP SWRQ OWQR P HDVXUQ) \RRY'  DQG DSSTrDMRQ BDAQ) DQG BFNQJ P DQDJIHP HQWDQG VHRXUH ERRWZ I@EH D UHTXILHP HOANR P HHW,.3$$ @ZV
o 5HXQADQR ) HDMUWHV ° ( WHICHWERQAQ) DSSTDMRQ KHDWEHDIY DQG IDIORYHU P XAVKRWMG 5 $ ' IRUMBQEIEV 1RUHBRRQE H FKDQIH VHREXWY DQG SWYDR Rl SDWHQW
|RIFHG XQP RXQMG EGHN GHYIFH UHP RYDODQG' 5% KHDAK 1O RUP DURQ
o 1HEZRUINQI ) HDWUHV® 95) ,04 6HRXUW) HDMUWHV® ,36HF 6( / 1QX +LIK $ YDIDEIOW * WDSKLEV 2 SHO * WDSKIEV SURIG! SURYIGHY OWMNY
o +DWZDUH6XSSRW ,30, DQG6$) RXP +3, ZIW VXSSRWRU$7&S$ IQFAQI KRWZ DS P DQDIHP HQW JUDSKIEV P IGGBI Z DUH DG S, \RROIW 4 WDQG* 7.
e 6\DQEADGV &RP SDMEIQWY ° 3,&0* [7&$ /I1QX ) RXQEDMRQ &* / /6% ,3Y ICFAAQ P REI®I DBQ) ZM WHHHQRH ' ' DSSTDMRQV P DNQJ W
3Y 63 )RXP $16,DQ5326,; HDVIHU \R EXI@ PXMAP HU IUHQED  JUDSKIFDOXVHU
e ' HYHBSP HOV7RRY ° JFF \RRBKDIQ JGE NGE DQG NJGE NHCHODQG GUYHU G-EXJJHY DV ZHODV IOMIDFH |RUP HAIEDCHP EHGCHG GHYIERV.

P HP RN GDNFKHANHY SWRILBLY WH/ 1QX] 7 UDFH 7 RROIWDQG P RUH

2TKHRQWLQBPREY RDSHHU UHYQBIEZEGMSSX E O IR L OVEXOWHFRIGHX S IRWVNR IWZDHAEL DB DR@IHW X UHLIWR UKW R X J K
WKH LGHQWLILFDWLRQ DQG HOLPLQDWLRQ RI GHIHFWV WKDW PLJKW RWKHUZLVH JR XQUHFRJQL]J]HG E\ D PRUH OLPLWHG FRUH GHYHORSPH
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, QWHUQHW RI 7KLQJYV R7 ZLWK &*;

ORGXODQEWDQGDUGW R DYQMERIEW O L YAHRIQ/Q HF WWL M DW EDEXGY HF X U L W\
QHHGHG IRU ,R7 VI\VWHPV

7TKHOWHW KLQJWR7LVG UL YWEQH[MYROXWY RGEWR EHG GHY LAKMR P
ZHDUD PQKY DD ®SOLDMDEXHWRPRERUBYBR UHQ W H CFRLQ G IQRIM M GB U YA
EHLGHYHORREOKHVGHYLBHY XDWIHYKRZ LUH G Z LIRIQOMINVRRA WY LIRS/
PRGXODDPHZRUKNFWNQY FDOBSLIGRA HVRXUEGVWUGHPHBHLWKEYDQFHG
VHFXULW\ IRU GDWD VWRUDJH DQG WUDQVPLVVLRQ

ORQWD9LVWINGE SURHQBEGHW YHHDWHXIUFR GHYLEHWEK SSRRIOZLGH L_
Y D U LRHZAL\U H MKD\B\H V V D JS. QR W IRRIDTIOV X SSRRIJR D SSOLFEWVY R@WD Y D f
DQMXDODQJIJXDOBEGL\WRRQ D9 I3WW DV VLIR QYSRIF HW DIVEK V W R RVHRBIVA W . BB
WKHLU FRQQHFWLYLW\ UHOLDELOLW\ DQG VHFXULW\ UHTXLUHPHQWYV IRU WKHLU ,R7-GHY

* LZLWK &*;

*'"HPDQGY +LJKHU FDSDFLW\ ORZHVW ODWHQF\ DQG
PRUH FRQVLVWHQW H[SHULHQFH

&*: LW QW HUM@HO L FHM RIQ WKIRREDH W Z R U N V
DUFUHDOVRIEH KD Y K LI P S R U RVHDRODWAAKAH
QH[M QH U D W QRQV Z DWHIRRQ OQHL DG LR
EXWOWRUDPHZWEN OLY HLS SO L FDWKIDRAD V
UHT X RPK L S U HWADQOND\ERDLHY IGFHHD L YZHL WAK
KLJKHVW UHOLDELOLW\ DQG SHUIR
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LRQ 7HOHFRP DQG

VFDOLQJ PRELOH QHWZRUNYV

DQ FKDQJH RQ GHPDQG

+ LJ K@QJ KW
63((' E\ ORQWDO9LVWD
1)9 "RLQW KDUGZDUH DQG VRIWZDUH VROXWLRQ WR UHGX|
&RQWDLQHUV 'RFNHU .90 DQG 9LUWXDOL]DWLRQ 7RROV 'HGLFDWHG SRLQW RI FRQWDFWYV

'‘DWD SODQH '3'. 2'3 296 2Q JRLQJ RSWLPL]I|DWLRQ WKURXJK MRLQW IHHGEDFN WR
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ORQWDOLVWD 6RIWZDUH LV D OHDGHU LQ HPEHGGHG /LQX][ FRPPHUFLDOL]DWL
EHHQ KHOSLQJ HPEHGGHG GHYHORSHUYVY JHW WKH PRVW RXW RI RSHQ VRXUF}
KDUGZDUH HQDEOHPHQW H[SHUW VXSSRUW DQG WKH UHVRXUFHV RI WKH
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0 RQWO MW 6 RIVXZ DLH

*UHDW $PHULFD 3NZ\ 6XLWH
6DQWD &ODUD &S$ 86
7HO
(PDLO LQIR#PYLVWD FRP

KWWSV ZZZ PYLVWD FRP MOntaVISta

< ORQWDI9LVWD 6RIWZDUH //& $00 ULJKWV UHVHUYHG /LQX[ LV D UHJLVWHUHG WUDGHPDUN RI /LQXV 7TRUYDOGV ORQWDOY9LVWD LV
PHOWLRQHG DUH WUDGHPDUNV UHJLVWHUHG WUDGHPDUNYVY RU VHUYLFH PDUNV RI WKHLU UHVSHFWLYH FRPSDQLHYV

OrRQWDO9LVWD UHVHUYHVY WKH ULJKW WR FKDQJH DQ\ RI WKH IHDWXUHY DQG YHUVLRQV ZLWKRXW SULRU QRWLFH DOVR VRPH IHDWXUH
6HUYLFHY LQYROYHPHQW IRU SURSHU FRQILIJIXUDWLRQ 3OHDVH FKHFN ZLWK \RXU ORQWDI9LVWD FRQWDFW IRU GHWDLOV



