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MontaVista® Linux® Carrier Grade eXpress (CGX) delivers Carrier Grade Linux reliability, security, and serviceability to
embedded Internet of Things (IoT) devices along with high configurability and flexibility.

MontaVista® CGX offers an all-in-one platform that meets the latest
demands of interconnected smart devices, such as application
portability, dynamic configuration, field maintenance, and real-time
performance.

CGX enables state-of-the-art development across a wide range of
Intelligent devices serving markets from 5G networking and Network
Function Virtualization (NFV), General Embedded (Medical,
Automotive, Consumer and Industrial Control) to Internet of Things
(IoT) and Mil-Aero with special purpose-built applications.

CGX complies with CGL spec version 5.0 and has achieved
Common Criteria Evaluation Assurance Level 4+ certification. As a
fully integrated and pretested environment, MontaVista CGX offers
a truly robust out of box experience for development teams.

Benefits

Powerful Linux Environment delivers Carrier Grade Linux
reliability, security and serviceability to 5G Networks, NFV,
Internet of Things (loT) devices

Alignment with latest revisions of Yocto® Project LTS
releases

Rapid Release Cadence

Latest Long Term Support (LTS) Linux kernel

Virtualization: Linux Containers (LXC), DockerTM, and KVM
Security: Secure Boot, IMA/EVM, & OP-TEE framework

Agile development with QEMU Simulator, Secure Builds,
and Flexible Configuration

Real-Time/
Configuration, Power Management and Fast Boot

Deterministic Kernel,

Prebuilt cross architecture BSPs based on ARM® and
Intel ® X86 64 (Power PC and MIPS as per roadmap)

Low Footprint

Reliable

MontaVista® CGX offers Carrier Grade quality enhancements of
High Avallability, Security, Rich Networking and 10 support,
RealTime response time with high throughput and Multicore and
Virtualization support.

Commercial

Developers can leverage MontaVista ® CGX rich productivity tools,
Intensive testing and bug fixes to deliver proven quality for
commercial products. Consistent updates, training, technical
support, custom engineering, along with access to GPL legal
expertise, and export compliance make CGX a full featured
platform solution.

Agile

MontaVista® CGX enables rapid development via flexible import of
custom packages, real-time enhancements, power management
memory footprint optimization, and deep connectivity support.

Rapid Release

MontaVista® CGX will follow rapid release cadence to better align
with latest Yocto Project® LTS releases, enabling adoption of
newer Long Term Support (LTS) Kernels and Tool-chains.

A non-unified kernel approach to reduce production cost and
release cadence (unified kernel available per demand)

Carrier Grade: High availability, serviceability and long term
support (10 years)



CGX 4.0

CGX 4.0 i1s MontaVista’s 14th generation Carrier Grade Linux.
Developer teams will have access to a supported Linux source distribution to create a wide range of embedded
products and applications on x86, ARM and other SoC families.

CGX 4.0 is targeted to be Yocto 4.0 compatible with the 5.10 LTS kernel and 11.3 GCC toolchain
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Content
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Yocto SDK

MontaVista is a member of the Yocto
Project Advisory Board as it is a
productive tool for early-stage
embedded Linux development.

Carrier Grade Express leverages latest stable Yocto
release by building an embedded distribution. This
allows MontaVista customers to take full advantage of
the existing Yocto/ OpenEmbedded ecosystem with its
support for added feature layers and hardware support.
A profile based layered approach helps program teams
with a great starting point that is both fully open as well
as optimized for use cases.
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Commercial
Agile
Reliable
Rapid Release

Profiles

MontaVista CGX Profiles

MontaVista CGX is packaged as a base

platform, known as CGX Foundation, equipped with

a core feature set needed to produce a high quality

embedded product. For market specific requirements,
MontaVista offers additional technology profiles such as

loT and Virtualization, that add key features and

functionality critical for solutions in these verticals. CGX BSP
enablement is based on profiles that will be enabled depending
on the target market of the board/SoC. Customers can optimize
value by selecting to subscribe only required pro-files for a
particular BSP.

Virtualization DataPlane

Foundation

Carrier Grade Linux

(CGX) Security




Foundation - Base

MontaVista® CGX is a comprehensive embedded Linux
distribution that offers open source packages, development and
debug tools needed to produce a high quality embedded product.

Foundation - CGL

The Carrier Grade Linux (CGL) Profile has been merged with
Foundation Profile and is available across all CGX-supported
platforms. The packages and tools provided include features for high
availability fault tolerance and serviceability.

Foundation - Security

MontaVista has worked closely with the leaders in enterprise security
to create a platform that meet stringent security requirements for the
network enterprise & connected device markets.

Internet of Things Dataplane
The 10T Profile delivers rich The Dataplane Profile includes
features to loT devices, including important features to meet the
support for OpenJDK and the Lua demands of Software Defined
Scripting Language. In addition, Networks (SDN) and Network
MontaVista® Professional Services Function Virtualization (NFV)
engage with customers to ensure applications, including datapath

that the final product meets the acceleration via Open Datapath

connectivity, reliability and security
requirements of the connected
devices markets such as medical,
industrial and automotive.

(ODP) and Dataplane Development
Kit (DPDK), and virtual switching via
Open vSwitch (OVS).




Applications

2D Display Application

Multimedia

MontaVista CGX® Graphics Profile

Ul Toolkit

Wayland Compositor System Libs

Weston Glib

MontaVista CGX (Kernel - KMS, DRM,
Scheduler, MMU etc.

GTK+, Clutter, Cairo, Pango, ATK Ot

System Daemon

systemd

1/O Drivers

Windows

Manager
Matchbox

X-Server

OpenGL DRI
(HW)

3D Application

Open GL/ES

Open GLX

Middleware

OS Layer

Graphics

The Open Graphics Profile
provides latest graphics
middleware and Ul toolkits
(Qt & GTK) along with
reference 2D/3D
applications making it

easier to build customer
friendly
interface for

embedded devices.

graphical user
medical

Virtualization

KVM provides a full
virtualized environment
for hosting multiple guest
OS’s. KVM allows users
to partition the system
into multiple OS’s with
maximum isolation and
security. Currently
available for all
architectures that support
KVM.

CVE Fixes and Maintenance

based on System
Requirements

Live Patching

Network Security

- IPSec HW offload
- Policy Configuration

| LXC/Docker |
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Container

Container
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i <% Trust

| Application
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Application

Application

) LXC/Docker NI  KVM

Monitoring/Auditing SELinux/ sVirt

MontaVista Linux

Secure Boot

Hardware Platform TrustZone (ARM) TPM (x86)



Medical-Automotive-Industrial with CGX

CGX meets the demands of the interconnected intelligent devices, providing application portability, dynamic
configuration, field maintenance, and real-time performance in a single platform. MontaVista Linux Carrier Grade
Express adds additional value over open source or proprietary solutions by including features only available from
MontaVista. These extra, high value features include:

Virtualization - Native virtualization technologies like KVM, LXC/ Docker and Kubernetes
(Container Orchestration) for delivering compelling Medical services as ready to use Virtual
Network Functions (VNFs), applications and system software.

Security - Encryption for data at rest and in motion, integrity
management, and secure boot will be a requirement to meet HIPAA laws
for standards for electronic exchange, security, and privacy of patient
health information.
Graphics - Open Graphics profile provides latest
graphics middle-ware and Ul toolkits (Qt and GTK)
along with reference 2D/3D applications making it
easier to build customer friendly graphical user
interface for medical embedded devices.







Sensors

Smart Home,
Car, City, etc
Humidity,
proximity, light,
etc.
*Mostly Non-
Linux

Radio User
Equipment
Terminals

loT Sensor
Network &
Gateways

5G Mobile Access Network

RRH

Radio Node

BBU

Digital/
BBU Node

Edge DCenter

Edge
Computer
Node

Fixed Access Network (xDSL, Fiber, etc.)

Core IP

Network
Routers
Switches

Regional
DCenter

Global
DCenter

VNFs: Anti-
Virus, Router,
Firewall using
containers or

KVM




About MontaVista Software

MontaVista Software is a leader in embedded Linux commercialization. For more than 20 years, MontaVista has
been helping embedded developers get the most out of open source by adding commercial quality, integration,
hardware enablement, expert support, and the resources of the MontaVista development community.
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MontaVista Software

1726 Ringwood Avenue
San Jose, CA 95131, USA
Tel : +1 (408) 520-1591
Email: info@mvista.com

https:/lwww.mvista.com MontaVISta

© 2022 MontaVista Software, LLC. All rights reserved. Linux is a registered trademark of Linus Torvalds. MontaVista is a registered trademark of MontaVista Software, LLC. All other names
mentioned are trademarks, registered trademarks or service marks of their respective companies.

MontaVista reserves the right to change any of the features and versions without prior notice, also some features listed represent future roadmap information, and/or could required Professional
Services involvement for proper configuration. Please check with your MontaVista contact for details.



